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True/False

1. True or False? Nontechnical design is not included in SDLC.

Ans: False
Subject: Chapter 1

Multiple Choice

1. Attack methods change over time; therefore, software needs to:

A) be deletable.
B) be maintainable.
C) be constantly changed out for new systems.

D) be able to be changed by the users to protect against intrusion.

Ans: B
Subject: Chapter 1

2. Secure Software Lifecycle models include standardized
secure product.

A) vulnerability checking

B) phases

C) fixtures

D) sets of stakeholders

Ans: C
Subject: Chapter 1

3. The most important part of any project (software or other) is:
A) the initiation phase.

B) looking for vulnerabilities.

C) communicating with stakeholders.

D) capturing effective requirements.

Ans: D
Subject: Chapter 1
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4. Which of the following would be considered a vulnerability, not a defect?
A) Network vulnerabilities

B) Software vulnerabilities

C) Hardware vulnerabilities

D) User/client requirement failures

Ans: B
Subject: Chapter 1
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